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(54) AbtfradllUe 

A systeni for authenteiioiv rfal» securfty. glial Hghta fnanag«m«nt and enerypHon for usawftti 
elKMnlo coniffn9r69 ana dectronte biiaifMSS systaniv 

K%7i «L0K1 and 6LC»C2 am ayat^m* iwWdi use cK«nt'«9iV9r fmptetnemation of public k9y ancryption and 
burely cDant-aide Jmptemontatlon of private kay anciypiioii rvspact^vahr to control access to data lilea via 
naiworfc based messad^i^ or data transfer protocol. Data security io ensured aa only validated local users 
may aoceas date using the automatically stored key. Cortflnnotfon fs aent using a tecluiology such aa cLOG. In 
the liill oLOK system the local usor^s key is In turn enciypted with a putWc or etectroi^cally transmiltad private 
key. iCeya may vary dynamically by datai, location, region, diem or security update, (Manual orautomadc). 
Didtal wfltemiarki'ng for di^al rights itianaoamoni my be appBed olient^de using local (diem) machine 
specifio information. Dlgaal signaturas may be used as part of a privM kay. The system may be used in 
conjunction with eomprassion^ 
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cLOK-- A system for atithendcadon^ data security, DKM and encryption for use 
wth electronic comjiiercc and electxoijuc business systems* 



Descriptton x^ - 

eLOK is system for authentication, data secmity* DFJVI and encryption for use with 
electronic commerce and eleoronic business systems using eLOK 1 public or eLOK2 
private key enctyption in conjunction wifli digital rights noanAgement audientication. 
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1. Any system that uses client-server implemeautioa of public key ettcryption to 
control access to data files via network based messaginst or data transfer protocols 
in conjunction with cUent side digital waiennarking to inclement digital lisbts 
management, 

2/ Any system that uses purely client-side implementation of private key encryption 
to control access to data files via network based messaaing or dau traaster 
protocols in coojtmction with client side digital wateaoarking to inipleinent digital 
rights management. 

3. Any system which uses any of the above in conjunction with compression to 
control data access. 

4, Any system which uses muh^le-layer encryption combinmg any of the above m 
any way. 
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